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Definition of Fraud

* An intentional perversion of truth
«for the purpose of inducing another in reliance upon it
to part with some valuable thing or surrender a legal right
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Motivation to Commit Fraud - eI
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Three factors are present when a person commits fraud
1. Perceived Pressure
2. Perceived Opportunity
3. Rationalization

Source: Donald Cressey — The Fraud Triangle. Other People’s Money: A Study in the Social Psychology of Embezzlement
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Making The Connection

Ethics

» Standards of Behavior
* |deals

» Moral action, conduct or character
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Fraud

* Dishonesty
» Deception
« Bad Faith
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The Underlying Issue of Fraud

The element of deception allows fraud to hide in plain sight
among all the transactions posted

If you knew the transaction was fraudulent, you would not
have processed it

How do you identify anomalous transactions among all the
transactions in the data set?
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The Underlying Issue of Fraud - :
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» Deception or falsehood is an act or statement which
misleads, hides the truth, or promotes a belief, concept, or
idea that is not true.

» Craft your questions carefully

* Listen to the response — Words have meaning
» Misperception
* Omission of critical details

* Professional skepticism

©2021 Crowe LLP
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Asset Financial
Misappropriation Statement Fraud

— Economic Asset/Revenue
= Exctortion Overstatements

Corruption

Conflicts of

Interest

Inventory and Al
Other Assets

Theft of Cash
Receipts

Source: ACFE Occupational Fraud and Abuse Classification System (the Fraud Tree)
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The Fraud Tree

Corruption

Fraud, Waste & Abuse

Asset Misappropriation

Financial Statement Fraud

Conflict of Interest

Bribery / Kickbacks / Bid Rigging
lllegal Gratuities

Economic Extortion

» Cash
* Fraudulent Disbursements
* Inventory and all other assets

* Account revenue overstatement
» Asset revenue understatement
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Define the Scope of the Issue

CFES ESTIMATE THAT
ORGANIZATIONS

LU SE PER CASE:
§125,000

S0 FRAUD CASE

ly[' OF REVENUE

T0O FRAUD AVERAGE LOSS
EACH YEAR PER CASE: lasts causes a
$1509,000 14 MONTHS oss of
RSSO before 58,300
[WAAARAAAAS detection per month
On average, businesses every year. Corruption, financial
statement fraud, healthcare fraud, asset misappropriation and other forms of fraud are real risks for today’s
businesses.

Source: ACFE Report to the Nation on the Risk of Occupational Fraud
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Scope of the Issue Continued
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CORRUPTION waste

MOST COMMON
i i SCHEME IN EVERY
GLOBAL REGION

ASSET MISAPPROPRIATION ~ FINANCIAL STATEMENT
SCHEMES FRAUD SCHEMES &<

most common and least costly least common and most costly

g6y | S100.000 10% | $954,000

OF CASES median loss OF CASES median loss

Source: ACFE Report to the Nation on the Risk of Occupational Fraud
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How is Fraud Detected?

Organizations with

FRAUD AWARENESS TRAINING

for employees were
more likely to gather tips through

FORMAL
REPORTING
MECHANISMS

= 56%] of tips with training

379/[] of tips without training

Source: ACFE Report to the Nation on the Risk of Occupational Fraud
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43 / [] OF SCHEMES WERE DETECTED BY TIP,

@ and half of those tips
came from employees

and

were each used by
whistleblowers in

33%

OF CASES
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How is Fraud Detected?

USE OF TARGETED ANTI-FRAUD CONTROLS
HAS INCREASED OVER LAST DECADE

A lack of internal controls
HOTLINE t13% contributed to nearly

ANTI-FRAUD POLICY | RELD

FRAUD TRAINING FOR
EMPLOYEES

FRAUD TRAINING FOR
MANAGERS/EXECUTIVES T 9%

THE PRESENCE OF ANTI-FRAUD CONTROLS
IS ASSOCIATED WITH LOWER FRAUD LOSSES
AND QUICKER DETECTION

Source: ACFE Report to the Nation on the Risk of Occupational Fraud
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CERTAIN FRAUD RISKS
WERE MORE LIKELY IN

SMALL BUSINESSES
THAN IN LARGE

ORGANIZATIONS:

Billing fraud Z2X HIGHER
Payroll 2X HIGHER

Check and payment
tampering 4X HIGHER

12



How is Fraud Detected? Mmme‘
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_% 480/[] of victim
organizations declined

80% oF FRAUDSTERS to refer cases to

—[' 42 [yﬂ OF OCCUPATIONAL

OCCUPATIONAL
_ > FRAUDSTERS WERE FRAUDSTERS WERE

law enforcement

FAIJE[] SOME FORM OF e
INTERNAL DISCIPLINE rom INTERNAL DISCIPLINE
e VICTIM ORGANIZATION WAS SUFFICIENT

Source: ACFE Report to the Nation on the Risk of Occupational Fraud
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Small Town Big Fraud — Trusted Employee

Rita Crundwell Dixon, lllinois,

« Former Comptroller, Dixon lllinois, $83,000 annual salary * Population 15,000 - 150 miles west of Chicago

» Sentenced to 19.5 years in federal prison * Largest municipal embezzlement in U.S. history

« Stole $54 million in city funds « Annual budget $9 million

* 169 unauthorized fund transfers over 12 years « City in financial crisis — hiring freeze — layoffs — multi year

pay freeze - infrastructure improvements deferred — public

» World class quarter horse breeder farm business . )
safety improvements denied

RC Quarter Horses LLC, Dixon lllinois

« Winner of 52 world championships » Crundwell opened a checking account that appeared to be

a city account; RSCDA c/o Rite Crundwell

* Diversion of funds from City of Dixon State of lllinois
municipal money market fund to RSCDA

©2021 Crowe LLP
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Ponzi Schemer Bernie Madoff — Trusted Advisor

* Largest fraud in Wall Street history » Madoff was an investment advisor
 Largest Ponzi scheme in history  Helped launch NASDAQ and advised the SEC on the

» New investor funding used to pay returns to older investors system

» Over several decades Madoff enjoyed the image of a

* Provides the illusion of profitable investment ) :
self-made financial guru

 Statements claimed investor accounts totaled $65 billion
with double digit returns on investment

* No securities were ever bought or sold

« All the transactions on the statements were fake

* More than 15,400 claims against Madoff were filed
 Estimates indicate the scheme ran 20 years

* Victims ranged from Florida retirees to Hollywood elite

» Sentenced to 150 years in prison

» Madoff died April 14 in federal prison (82 years old)
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Fraud Risk Thrives in Uncertainty

« Historically, fraud fills the void when GDP declines
* Fraud thrives in times of uncertainty and anonymity

» Pandemic curtailed in person transactions in favor of
e-commerce

©2021 Crowe LLP
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TOP 5 FRAUD SCHEMES

CURRENTLY OBSERVED
DUE TO THE CORONAVIRUS

CYBERFRAUD

85% feitis: | 5200 i

IDENTITY THEFT
*@ 73% s

PAYMENT FRAUD

: 72% pes: | 350052

UNEMPLOYMENT FRAUD
*O 6900 Nt

FRAUD BY VENDORS AND SELLERS

67%0 hense | 330/ fcscan
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Anti-Fraud Framework

Corporate Governance

Control Environment

-

r

Policies and Procedures Development

Fraud Prevention

Client
Record and Transaction
Management

~

— Public
Fraud Investigation Relations

Detection

Data Management and Analysis

¢

Client Record and Transaction Platforms

Client Records Management
j=========4
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Monitoring [ Self-Testing

Reporting,
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Anti-Fraud Framework

©2021 Crowe LLP

Enterprise Foundation

L]

Formal fraud strategy
Fraud Prevention Policy

Fraud Prevention

Channel Management
Account Management

Control Environment

* Risk Assessment

* Resource Management

» Training

» Socialize risk of fraud and red flags

Fraud Detection

* Ongoing monitoring
* Anomaly detection

+ Data Management

+ Data Quality

» Data Security

+ Data Lineage

* Metadata Repository

TING

Incident Response

» Enterprise-Wide Corporate Authority
* Investigation Management

* Loss Recovery

* Financial Management Reporting
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 Tone from the top
* Value Statement

» Good and lawful corporate citizen
* Do the right thing -

« Fair and respectful treatment

Integrity

« Communicate expectations
+ An affirmative duty to report
» Safe Harbor free from retaliation

* Employee Hotline

©2021 Crowe LLP

..d.:?. principles

© rights
lities E BCt‘Ons g pehavior codes

BUS‘NESS > Copgcggcr

liabi

policies ETHICS

res\OOnsublImes ph“{)so phy

mirment

corporare com



" ; o~
e P NE S A2021

Enhancing the Anti-Fraud Risk Management Program #MIDYEAR MEETING

Intolerable Region
Unacceptable and unjustifiable’
risk (exceptin extraordinary
circumstances). Risks mustbe
reduced, regardless of cost.

No appetite
(treatimmediately)

 Fraud strategy in alignment with enterprise risk

Low appetite
(treatin near future)

 Fraud policy align to strategy

Risk tolerance range
Residual risk is tolerable butonly
when further risk reductionis not
practical or the costis disproportional
fo the benefit. Entity makes strategic
risk treatment decisions accordingly.

* Procedures reflect strategy

Moderate appetite

* Fraud risk assessment (treatiniongerterm)

Increasing level of risk
a1nadde ys14 Jo |aA9] Bulseaddaq

- Communication of the fraud risk management program oo R
Tolerable Region
Risk is insignificantand cost of reduction

« Effective preventative and detective controls including outweighs any minimel benefi
transaction monitoring and testing

High appetite
(monitor)

« Establish a communication plan to receive information

Establish a fraud
risk management

« Establish incident response plan Feraanisational.
governance
« Establish and Report on Fraud Typologies
managament process comprehnsive
» Monitor, evaluate and report on the enterprise fraud risk repert resuts and “raud sk

management program

Establish a fraud
reporting process and

Select, develop and

deploy preventive
coordinated approach and detective fraud

to Investigation and

= tive action control activities

©2021 Crowe LLP
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Closing thoughts

Thomas Paar, CFE, CAMS
Crowe LLP

thomas.paar@crowe.com
(630) 575-4324

The information in this document is not — and is not intended to be — audit, tax, accounting, advisory, risk, performance, consulting, business, financial, investment, legal, or other professional advice. Some firm services may not be available to attest clients. The information is general in nature, based on existing
authorities, and is subject to change. The information is not a substitute for professional advice or services, and you should consult a qualified professional adviser before taking any action based on the information. Crowe is not responsible for any loss incurred by any person who relies on the information discussed
in this document. Visit www.crowe.com/disclosure for more information about Crowe LLP, its subsidiaries, and Crowe Global. © 2021 Crowe LLP.
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